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RATIONALE:  This policy is intended to protect the wide array of information technology resources as de-
fined in this Policy (Resources) provided b需  (Resou



DEFINITIONS:   

 
Authorized Use - Authorized Use Resources is use that the University determines, in its sole and exclusive d
iscretion, is consistent with the education, research, and service mission of the University, consistent with ef-
fective departmental or divisional operations, and consistent with this policy. 


Authorized Users - The University may control access to Resources in accordance with federal, Michigan an
d all other applicable laws and University policies and procedures limiting use to Authorized Users. Authorized
Users may include:
1. Current faculty, staff, and students of the University;




2. Anyone connecting to a public information service through the use of University Resources;




3. Others whose access furthers the mission of the University, and whose usage does not interfere with gen-

eral access to Resources, as determined by the University in its sole and exclusive discretion. 

Resources - Resources means the University's computing, network and information technology Resources, i
ncluding without limitation all data and information in electronic format or any hardware or software that make
s possible, in the broadest possible sense, the processing, transmission, storage or use of such information.
As an example, included in this definition are access identity accounts and login processes; communications
devices; computers; data; databases; digital images; digitized information; electronic mail; messaging; net-
work electronics and access points; servers; software; storage devices; web sites, blogs and public informa-
tion services; and workstations.

PROCEDURES:  
,� �,1',9,'8$/�35,9,/(*(6�� The following individual privileges empower each of us to be productive mem-
bers of the campus community. Privileges are conditioned upon acceptance of the accompanying responsibilit
ies. 

1. 3ULYDF\ - Technological methods must not be used to infringe upon privacy. However, Authorized Users
must recognize that Resources are public and subject to the Freedom of Information Act, the Communica-
tions Assistance for Law enforcement Act, other federal, state and local statutes and regulations, and ex-
ceptions established by the University as permitted by law. Authorized Users utilize such Resources at the
ir own risk.




2. )UHHGRP�RI�H[SUHVVLRQ�� The constitutional right to freedom of speech applies to all Authorized Users of
the Resources no matter the medium used.




3. )UHHGRP�IURP�KDUDVVPHQW�DQG�XQGHVLUHG�LQIRUPDWLRQ�� All constituents have the right to be free from
harassment as defined in this policy by or via usage of Resources.

,,� �,1',9,'8$/�5(63216,%,/,7,(6 - Authorized Users are held accountable for their actions as a condition
of continued use of Resources. 

a. 'HPRQVWUDWLQJ�FRPPRQ�FRXUWHV\�DQG�UHVSHFW�IRU�ULJKWV�RI�RWKHUV�� Authorized Users must respect a
nd value privacy rights, behave ethically, and comply with all legal restrictions regarding the use of infor-
mation that is the property of others. Compliance with all University policies regarding sexual, racial, and o
ther forms of harassment and discrimination is required.







1. Intentionally using Resources to annoy, harass, terrify, intimidate, threaten, offend or bother anoth-
er person by conveying obscene lane砀

https://oakland.edu/policies/information-technology/860/index
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1. The University seeks to maintain a secure computing system, but cannot and does not guarantee s
ecurity or confidentiality. In addition to accidental and intentional breaches of security, the Universi-
ty may be compelled to disclose electronic information as required by law.




2. As part of necessary routine operations, Oakland University occasionally gains access to Re-
somk Oakland Un



ment on the oakland.edu domain must meet the technical guidelines standard.




l. *DPH�SOD\LQJ��ZHE�VXUILQJ�DQG�RWKHU�UHFUHDWLRQDO�DFWLYLWLHV�� Limited recreational game playing, web
surfing or other recreational activity that is not part of an authorized and assigned research or instructional
activity is tolerated (within the parameters of each department's or division’s rules). Resources are not to
be used for excessive recreation, as determined by the University in its sole and exclusive discretion, out-
side residential and recreational areas. Individuals engaged in recreational activities while occupying a se
at in a public computing facility must give up that seat when others who need to use the facility for acade-
mic or research purposes are waiting.




m. 8QUHODWHG�EXVLQHVV�� Resources may not be used in connection with compensated outside work, busi-
ness unrelated to the University, or for the benefit of organizations not related to the University except in c
onnection with scholarly pursuits (such as faculty publishing activities or work for professional societies) or
other activities authorized by the President of the University. This and any other incidental use must not in
terfere with other users' access to Resources and must not be excessive. State law restricts the use of St
ate facilities for personal gain or benefit.




n. 3UXULHQW�LQWHUHVW�� Use of Resources must not violate any federal, Michigan or any other applicable laws.
To the average person, applying contemporary community standards, the dominant theme of any elec-
tronic resource taken as a whole shall not appeal to the prurient interest, such as does pornography.




o. ,VVXHV�RI�6DIHW\�DQG�ZHOO�EHLQJ�� The University may suspend an individual’s access to and use of Re-
sources for reasons relating to his/her physical or emotional safety and well-being, or for reasons relating
to the safety and well- being of others, or the safety and well-being of University property. Access will be p
romptly restored when safety and well-being can be reasonably assured, unless access is to remain sus-
pended as a result of formal disciplinary action.




p. ,QYHVWLJDWLYH�FRQWDFW�� If contacted by a representative from an external organization/(FBI, Homeland Se
curity, police department, etc.) or a representative from an internal investigating body conducting an in-
vestigation of an alleged violation involving Resources, inform the Office of Legal Affairs immediately. Re-
fer the requesting agency to the Office of Legal Affairs; that office will provide guidance regarding the ap-
propriate actions to be taken.




q. 5HSRUWLQJ�VHFXULW\�DQG�DEXVH�LQFLGHQWV�� Report any discovered unauthorized access attempts or oth-
er improper usage of Resources to University Technology Services (uts@oakland.edu (mailto:uts@oak-

land.edu)) or as noted in the Desktop Emergency Guide under Information Technology Compromises.

,9� �6$1&7,216

a. ,PSRVLWLRQ�RI�VDQFWLRQV�� The University may, in its sole and exclusive discretion, impose sanctions and/
or disciplinary action for violations of this policy including without limitation the sanctions described in this
policy.




b. 6DQFWLRQV�� In all cases of an actual or suspected violation of this policy, access to Resources will be sus-
pended until final resolution as noted below.

 ions -

 s

�

Ѐ
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1. Student Violations




i. First and minor incident








d.  $SSHDOV�� Appeals should be directed through the already-existing procedures established for employees
and students. Other Authorized Users may appeal to the Office of Legal Affairs.

RELATED POLICIES AND FORMS: 
 
Merit Network, Inc., operates the statewide network MichNet, which provides Internet access for the Universi-
ty. Merit is a non-profit corporation governed by all thirteen of Michigan’s four-year publicly supported univer-
sities, including OU. University participation in MichNet and access to the Internet in general is governed by th
eir Acceptable Use Policies (https://www.merit.edu/support/policies/#1517342458734-abd15a57-9edc).


OU AP&P #860 Information Security (/policies/information-technology/860/index)

APPENDIX:   
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Arts and Sciences (https://www.oakland.edu/cas)

Business Administration (https://www.oakland.edu/business)

Education and Human Services (https://www.oakland.edu/sehs)

Engineering and Computer Science (https://www.oakland.edu/secs)

Health Sciences (https://www.oakland.edu/shs)
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