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POL 08.00.05 
Acceptable Use Policy (AUP) 

 
Authority: Chancellor 
 
History:  
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2.2.1. Users shall behave responsibly with respect to the UNCP 
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2.3.9. Performing any act, intentionally or otherwise, that will interfere with the normal operation 
of computers, peripherals, or networks.  
 
2.3.10. The use of the UNCP information technology infrastructure to harass or intimidate others 
or to create a hostile work or educational environment.  
 
2.3.11. Initiating or purposely propagating SPAM, Phishing, or other malicious content.  
 
2.3.12. Forging the identity of a user or computer system in an electronic communication 
(spoofing).  
 
2.3.13. Using email or network resources to solicit the UNCP community for political or 
personal gain, including without limitation solicitation for the purpose of selling items.  
 
2.3.14. Copyright law violations, including but not limited to, providing copyrighted or licensed 
material to others while maintaining copies for one's own use, unless there is a specific provision 
in the license which allows this, or using a copyrighted program on more than one machine at the 
same time, unless this is permitted by a specific license provision. Users shall not store or 
transmit files in violation of copyright law on the UNCP information technology infrastructure. 
 
2.3.15. Using the computer access privileges of others.  
 
2.3.16. The use of the UNCP information technology infrastructure to launch or support DDoS 
(Distributed Denial of Service Attacks). 
 
2.3.17. Engaging in conduct that violates applicable university policy or state or federal law.  
 
3. MONITORING THE UNCP INFORMATION TECHNOLOGY INFRASTRUCTURE  
 
3.1 UNCP expressly reserves the right to impose any restraints or monitor the content of 
communications, data or other information on the UNCP information technology infrastructure 
for the following reasons: 
 
3.1.1. When required to do so by applicable federal, state or local laws, including without 
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consistent with any applicable UNC-GA, UNCP, federal, state and local regulations. Some 
violations may constitute criminal or civil offenses, as defined by local, state and federal laws, 
and the university may prosecute any such violations to the full extent of the law. 
 
5.2 UNCP may suspend comp


