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Procedure 5.22.1, Acceptable Use of
Computers and Information
Technology Resources

System Procedures 
Chapter 5 - Administration

Click here for a PDF copy of this procedure.  
for Board Policy 5.22

Part 1. Purpose
Subpart A. Acceptable use 
This procedure establishes responsibilities for acceptable use of Minnesota State Colleges and
Universities system information technology resources. System information technology resources are
provided for use by currently enrolled system students, administrators, faculty, other employees, and
other authorized users. System information technology resources are the property of Minnesota State
Colleges and Universities and are provided for the direct and indirect support of the system's
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Subpart B. Privacy 
Data transmitted via system information technology are not guaranteed to be private (Board Policy
5.23 - Security and Privacy of Information Resources). Deletion of a message or file may not fully
eliminate the data from the system.

Subpart C. Right to employ security measures 
The system reserves the right to employ security measures, including but not limited to, the right to
monitor any use of system information technology, including those used in part for personal
purposes. Users have no expectation of privacy for any use of system technology resources, except
as provided under federal wire tap regulations (21 U.S.C. Sections 2701-2711).

The system does not routinely monitor individual usage of its information technology resources.
Normal operation and maintenance of system information technology requires the backup and
caching of data and communications, the logging of activity, the monitoring of general usage patterns
and other activities that are necessary for such services. When violations are suspected, appropriate
steps shall be taken to investigate and take corrective action or other actions as warranted. System
officials may access data on system information technology, without notice, for other business
purposes including, but not limited to, retrieving business-related information; re-routing or disposing
of undeliverable mail; or responding to requests for information permitted by law.

Part 7. Application of Government Records Laws

Subpart A. Data practices laws 
Government data maintained on system information technology is subject to data practices laws,
including the Minnesota Government Data Practices Act and the federal Family Educational Rights
and Privacy Act, to the same extent as they would be if kept in any other medium. Users are
responsible for handling government data to which they have access or control in accordance with
applicable data practices laws.

Subpart B. Record retention schedules 
Government data maintained on system information technology is subject to data practices laws,
including the Minnesota Government Data Practices Act and the federal Family Educational Rights
and Privacy Act, to the same extent as they would be if kept in any other medium. Users are
responsible for handling government data to which they have access or control in accordance with
applicable data practices laws.

Part 8. College and University Policies and Procedures 
Colleges and universities must adopt policies, procedures and guidelines consistent with Board
Policy 5.22 and this procedure:

a. for breach notification or reporting possible illegal activities to appropriate authorities;
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b. to implement state and system security policies, procedures, and guidelines to protect the integrity
of system information technology and its users' accounts;

c. to establish reasonable use and access procedures for handling government data in electronic
form consistent with its classification under the Minnesota Government Data Practices Act, Family
Educational Rights and Privacy Act, and other applicable law or policies;

d. to specify the name and contact information of the official to be contacted by users and others to
address questions, concerns or problems regarding the use of system information technology or
concerning intended or unintended interruptions of service;

e. for reviewing requests to use the trademarks or logos of the college, university or Minnesota State
Colleges and Universities;

f. to provide information and education to users concerning applicable information technology
policies, procedures and guidelines;

g. for identifying the official(s) designated to make decisions regarding approved hardware or
software use.

Part 9. Enforcement 
Conduct that involves the use of system information technology resources to violate a system policy
or procedure, or state or federal law, or to violate another's rights, is a serious abuse subject to
limitation or termination of user privileges and appropriate disciplinary action, legal action, or both.

Subpart A. Access Limitations  
Minnesota State Colleges and Universities reserves the right to temporarily restrict or prohibit use of
its system information technology by any user without notice, if it is determined necessary for
business purposes.

Subpart B. Repeat violations of copyright laws 
Minnesota State Colleges and Universities may permanently deny use of system information
technology by any individual determined to be a repeat violator of copyright or other laws governing
Internet use.

Subpart C. Disciplinary proceedings 
Alleged violations shall be addressed through applicable system procedures, including but not limited
to System Procedure 1B.1.1, to address allegations of illegal discrimination and harassment; student
conduct code for other allegations against students; or the applicable collective bargaining agreement
or personnel plan for other allegations involving employees. Continued use of system information
technology is a privilege subject to limitation, modification, or termination.

Subpart D. Sanctions 
Willful or intentional violations of this procedure are considered to be misconduct under applicable
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