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Standards & Guidelines (/security/standards-guidelines)

Security Certificates (/security/certificates)

I.  PURPOSE
The purpose of this standard is to establish the university’s standards for acceptable use of information resources

and assets.

II.  SCOPE
This guideline is applicable to UNC Charlotte faculty, staff, students and all authorized users (/it-security-

compliance/glossary#GlossaryA) granted use of University information resources (/it-security-

compliance/glossary#GlossaryU).  Protecting and preserving University information resources is a cooperative effort

that requires each member of the university community to act responsibly and guard against abuses.

III.  CONTACTS
Direct any general questions about this standard to your unit’s Information Security Liaison.

(https://docs.google.com/spreadsheets/d/1n_y7KMU2JutvMl7IcMq7_sht3dugbfgmoDXs8keN4N4/edit#gid=2056138692)

If you have specific questions, please contact OneIT Information Security Compliance at ISCompliance-

group@uncc.edu (http://mail.google.com/mail/u/0/?view=cm&fs=1&tf=1&to=ISCompliance-group@uncc.edu).

IV.  STANDARD
Access to university information resources is a privilege granted to members of the university community which

carries with it the obligation to use these resources responsibly.  General standards for responsible use of university

information resources include respecting the privacy and rights of other users, sustaining the integrity of systems

and related resources, and complying with all relevant policies, laws, regulations, and contractual obligations.

Use of university information resources is conditioned upon adherence to the following principles of responsible use:
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Observe all federal and state laws, regulations, and policies of UNC Charlotte in the use of university

information resources.

Respect the privacy and personal rights of others.

Respect and preserve the performance, integrity, and security of university information resources.

Cooperate with the university to investigate potential unauthorized and/or illegal use of university information

resources.
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