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User – any individual, including but not limited to faculty, student, staff, contractors, visitors; who access 

and use University information resources or data. 

 

IRM-2001.1 – Policy Statement 

1. Responsible Use of University Information and Computing Resources 

All members of the University of Richmond Community who use the University’s computing and network 

facilities must use them in an ethical, responsible, and legal manner. This means that individuals are 

personally responsible for their use of these resources.  Individuals must be familiar with and follow all 

University and Information Services policies. An attempt to engage in a prohibited activity is considered a 

violation whether the attempt is successful or not. 
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The University's network and computer infrastructure is a critical and finite resource. Community 
members rely on high availability and good performance in order to accomplish their work. Systems using 
excessive amounts of bandwidth, causing network disruption, or are deemed to be a security and/or 
privacy risk may be disconnected from the network or otherwise limited without warning. If the network 
event is related to faculty research, IS will attempt to contact the faculty member to resolve the issue 
before taking the resource offline. Information Services may employ automated systems that partition or 
restrict network bandwidth, protocols, or access either internally or at the Internet gateway.  
 
The University does not monitor or generally restrict the content of material traversing the University's 
networks or stored on University managed or contracted systems and devices. The University reserves the 
right to remove or limit access to material posted on University-owned or administered systems and 
networks when University policies, contractual obligations, or state as well as federal laws are violated. 
The University provides computers, software, and network equipment for use by the University 
community. The University retains ownership and reserves the right to add, remove, upgrade, and replace 
hardware or software on those systems as deemed necessary by Information Services.  In those cases 
where hardware and/or software was obtained by faculty to support their research, Information Services 
will work with that faculty member to review available mitigations. 
Members of the University of Richmond community must:  
 

�x Use resources supplied for purposes that 

https://is.richmond.edu/policies/technology/computing-accounts.html
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SpiderBytes should be used for conveying messages to a large number of recipients. SpiderBytes is a 
message forum for University of Richmond students, faculty and staff to exchange important information 
regarding University business and campus-wide events. Do not e-mail large lists through Outlook. 
 
4. Observing the Digital Millennium Copyright Act, and Protecting Intellectual Property and 

Copyright 
Copyright is a form of protection of intellectual property provided by the laws of the United States to the 
authors of original works. Copyright is an issue of particular seriousness because technology now allows 
the easy copying and transmission of some protected works. 
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IRM-2001.2 – Applicable Regulations & Accreditation Standards 
 SACSCOC Principles of Accreditation 10.6 Distance and Correspondence Education 
 SACSCOC Principles of Accreditation 12.5 Student Records 
 Digital Millennium Copyright Act of 1998 

RELATED POLICIES: 


	1. Responsible Use of University Information and Computing Resources
	2. Information Security and Privacy
	3. E-mail and Other Electronic Communications
	4. Observing the Digital Millennium Copyright Act, and Protecting Intellectual Property and Copyright
	5. Problem Resolution and Policy Violations
	6. Reporting Abusive Incidents, Harassment or Irresponsible Behavior Related to Technology

